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Abstract 

The article, based on the provisions of the 1982 UN Convention on the Law of the Sea and 

other legal documents, analyzes current issues and future international legal regulation of 

the use of maritime autonomous surface ships (MASS), which can completely transform 

the field of shipping and international maritime transport in the near future. One of the key 

features is the widespread use of artificial intelligence (AI) in all spheres of public life. The 

problems raised in the work are structurally divided into three main groups. The first of 

them is associated with the anthropocentrism of the law of the “pre-digital era”, i.e. with its 

inability to work with other autonomous subjects other than people and their various forms 

of organization. The second is determined by the specific characteristics of the autonomous 

systems themselves, including their non-determinism and ability to self-learn. The third 

group is directly related to the legal support of cybernetic security of the marine 

autonomous or remotely controlled in the new conditions. The main result is that the 

problem of extending the application of international maritime law to the MASS cannot be 

solved by simply transferring their regulatory impact to new subjects (objects); artificial 

intelligence systems or autonomous ships themselves. Such redirection is impossible, since 

human and artificial intelligence use completely different decision-making algorithms. 
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1. Introduction 

It is difficult to imagine modern life without social networks, virtual assistants and other 

specialized artificial intelligence (AI) that provide a qualitatively new socio-cultural, 

industrial and technological development of humanity in the 21st century. 

Admittedly, one of the most promising areas for the use of artificial intelligence in the 

economy of the near future will be its widespread use in national and international transport 

systems of unmanned vehicles. In addition, it is planned that by 2035, annual sales of 

unmanned vehicles will grow to 364 billion US dollars in value terms, and in quantitative 

terms to 30 million units. At the same time, the main markets for the accelerated 

implementation of autonomous driving will be the USA, China and Europe, where already 

today they are seriously thinking about solving not only technical, but also legal issues of 

using AI in transport systems (Brown et al., 2018). 

However, maritime transport has incomparably larger prospects in this direction, which 

today accounts for 90% of the total volume of international transport (Vladovna, 2020). 

The use of autonomous vehicles in this area can bring enormous economic benefits due to 

a significant reduction in both accidents at sea and labor costs for the ship's crew and other 

related expenses (Dremliuga and bin Mohd Rusli, 2020). Due to its obvious advantages, 

unmanned navigation technologies could not help but fall into the sphere of interest of 

developers of naval military and commercial vessels. Therefore, today many of them are 

already actively used in coastal navigation. For example, at the end of 2018, Rolls-Royce 

successfully tested the first fully autonomous sea ferry designed for navigation off the 

southern coast of Finland (Baron, 2019). The emerging trends in the development of 

unmanned technologies were also adopted in the port cluster, within which in different 

countries of the world infrastructure for autonomous ships is already being actively created 

(Baker, 2018). 

At the same time, despite all its promise, the idea of practical implementation of unmanned 

maritime transportation today faces a number of obstacles, the list of which is not limited 

to technical or financial problems. Equally important among them is the question of an 

appropriate legal framework that can ensure adequate regulation of relations with the 

participation of AI as a “digital captain” of a ship, and the extent to which autonomous 

ships meet the requirements of modern international maritime law (Chircop, 2017; Veal et 

al., 2019). 

2. The concept of a maritime autonomous surface vessel 

The practical significance of this issue is emphasized by the fact that back in March 2017, 

the Maritime Safety Committee (MSC) of the International Maritime Organization (IMO) 

registered an appeal from a number of its member states containing information on 

promising opportunities for the development of automation of maritime vessels, as well as 

the use of digitalization and information technologies in the process of their construction 
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and operation. The key point for this document was the thesis that in the context of the 

steady development of modern technologies, the task of IMO should be to integrate them 

into the existing regulatory framework in such a way as to ensure their widespread effective 

use, on the one hand, and to prevent adoption at national and (or) regional decisions limiting 

this possibility, on the other (CRS, 2017). 

Following a detailed discussion of this issue, the Committee agreed that IMO “must take 

active action and take a leading role on this issue” and decided to include it in the MSC 

agenda for the period 2018–2019. issue of the “Study to define the regulatory scope for the 

use of maritime autonomous surface ships (MASS)” with a target date of completion in 

2020 (Instruments, 2017). The need to integrate new technologies into maritime shipping 

and take them into account in the IMO regulatory framework was also emphasized in the 

Strategic Development Plan International Maritime Organization for the period 2018–2023 

(MEPC, 2017) 

Here it is necessary to make a reservation that in the scientific literature and regulations a 

single term has not yet been developed in relation to the definition of the very concept of 

autonomous sea vessels. Therefore, in different sources they may be called differently: 

“unmanned surface ships”, “robotic ships”, “ships without a crew”, “automated ships”, etc. 

This circumstance introduces serious confusion into the matter of further legal regulation 

of relations involving MASS, since its effectiveness largely depends on terminological 

clarity and consistency in defining the concept of this key category. 

We should not forget that understanding the content of the term "autonomy" can also be 

different. Therefore, today both a ship that has the function of automatically determining 

its course or ensuring the uninterrupted operation of its own engines, and a ship that is 

capable of independently navigating the sea without a captain and crew on board using an 

automated control system or shore-based remote control equipment can be considered 

autonomous. 

This circumstance was noted by the IMO, which identified four degrees of autonomy for 

sea surface vessels. The first of them is typical for ships with partial automation of current 

processes and operations, as well as the presence of decision support tools that are 

developed by the team on board. Vehicles of the second degree of autonomy can be 

controlled remotely, but sailors are also present on them. A distinctive feature of the vessels 

of the third group is also the ability to control them remotely, but without a crew on board. 

Finally, ships of the highest, fourth degree of autonomy are characterized by the presence 

on them of an operating system capable of independently making decisions and performing 

other significant actions (IMO, 2018). 

Taking into account this circumstance, the International Maritime Organization proposed, 

for the purposes of subsequent regulatory regulation, to define MASS as vessels “capable 

of operating at various levels of independence from human interaction” (IMO, 2018). It 

follows from this that it is impossible to equate the terms “autonomous” and “unmanned” 

vessel, since not every MASS must necessarily be without a crew on board. At the same 
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time, the trend towards a gradual reduction in “human intervention” in controlling the 

movement of a vessel and in carrying out various production operations on board can be 

traced, in this case, quite clearly. 

From the point of view of technical fields of knowledge, any autonomous system, 

regardless of its scope of application, is inextricably linked with the concept of “artificial 

intelligence”, which, in essence, is a complex computer program that analyzes the 

environment and makes decisions for a person (Rashidi et al., 2020; Egeland, 2016; 

Fagnant and Kockelman, 2014). Modern AI systems are characterized by a high degree of 

complexity, which turns them into an opaque system (in the technical literature, a “black 

box”), even for the developer (Levy 2019). In addition, such systems can self-learn, which 

means their response to certain events in the surrounding world can change over time. 

All these characteristics apply to the control systems of autonomous ships. Therefore, from 

a technical point of view, MASS can be defined as ships on which part of the navigation or 

other decisions are made by AI independently of humans. At the same time, ships that can 

function for a long time without human intervention and (or) control are usually called 

“fully autonomous ships”. In this article, the emphasis will be on the problems of legal 

regulation of the status and relations involving this particular category of MASS, since from 

a legal point of view in some aspects they differ significantly from “ordinary” courts or 

courts with a low degree of autonomy. 

3. Problems of legal regulation related to the MASS 

Taking this circumstance into account, the problems arising in the process of legal 

regulation of autonomous shipping can be divided into three groups. The first of them is 

associated with the anthropocentrism of the law of the “pre-digital” era, i.e. with its inability 

to work with other autonomous subjects other than people and various forms of their 

organization such as legal entities, public organizations, the state, and etc. (Chesterman, 

2020). The second is determined by the very characteristics of modern autonomous AI 

systems: its non-determinism, self-learning, etc. The third block of problems is directly 

related to the legal support of the physical and cyber security of MASS in the new 

conditions. 

3.1. MASS and anthropocentrism of modern international maritime law 

Within the first group, the key is to answer the question of whether MASS are actually 

courts in the context of modern international maritime law, and whether its rules can extend 

their effect to relations with their participation? Many researchers believe that the answer 

to this question should be yes. For example, J. Kraska believes that the categories of 

maritime law “used to define terms such as “ship” or “vessel” may also be applicable to 

unmanned systems at sea... In most cases, the rules governing relations involving surface 

ships, submarines and aircraft operated by humans apply mutatis mutandis to unmanned 

systems operating in the same area" (Kraska, 2010). Other authors, supporting this point of 
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view, note that the United Nations Convention on the Law of the Sea 1982 (UN Convention, 

1982) does not name the crew of a ship as a necessary element of the legal concept of 

“ship”. Therefore, “the provisions of the Convention on the Rights and Obligations of 

States in the Field of International Transport also apply to unmanned ships” (Bachari Lafte 

et al., 2018). 

The famous Canadian international lawyer A. Kirkop, who conducted a detailed analysis 

of more than a dozen other multilateral treaties adopted in the field of international maritime 

law, also did not find in them a strict connection between the concept of “ship” and the 

need to have a crew on it. In most cases, the term “ship” is defined in these agreements by 

listing its special characteristics and (or) specific functions that it performs (Chircop, 2017). 

However, many sources of international maritime law, without providing for the imperative 

need for the presence of a crew on a ship to confirm its legal status, proceed from the 

assumption of the people on board in the process of navigation, anchorage in port, response 

to force majeure, offenses, and etc. (Chircop, 2017). 

For example, clause 1 in article 94 of the 1982 Convention imposes on the State the 

obligation to effectively exercise in administrative, technical and social matters its 

jurisdiction and control over ships flying its flag. At the same time, however, paragraph 

4(b) of the same article establishes that, as part of this activity, the coastal state must ensure 

that “each ship is captained by a master and officers of appropriate qualifications, in 

particular in the fields of navigation, steering, communications and ship machinery and 

equipment, and the crew’s qualifications and numbers corresponded to the type, size, 

mechanisms and equipment of the vessel” (Rashidi et al., 2020). 

At first glance, it might seem that the presence of such requirements in the 1982 Convention 

makes its provisions inapplicable to MASS or, at least, to autonomous warships. This 

interpretation of its norms was already, in particular, referred to by China during a dispute 

with the United States over the detention of its unmanned vessel in the South China Sea. 

However, a more detailed analysis of the situation shows that the provisions of the 1982 

Convention in this case can be interpreted in a different way (Daugirdas and Mortenson, 

2017). 

Here it is immediately necessary to make a reservation that, in our opinion, it would be 

wrong to assume that the problem of extending the application of the norms of international 

maritime law, stipulating the need for human “presence” on board, to the MASS can be 

solved by simply transferring the regulatory impact of these norms to new subjects (objects) 

– AI systems or autonomous ships themselves. Such redirection is impossible, if only 

because human and artificial intelligence use completely different decision-making 

algorithms. Therefore, it is obvious that in the future, social relations involving fully 

autonomous sea vessels will have to be regulated on a fundamentally different legal basis, 

with the possible separation of AI as an independent subject. 

In the meantime, as captain and crew of the ship, in relation to MASS with a high degree 

of autonomy, some researchers propose to consider not the people on board the 
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corresponding ship, but groups of specialists remotely monitoring its navigation. “The 

physical location of the crew is not generally addressed in existing IMO conventions,” 

emphasizes “so some key functions, including navigation decisions and communication 

requirements, can be performed remotely without conflicting too much with existing 

regulations, provided that technical characteristics are equivalent" (Ringbom, 2019). Also, 

another point of view believes that “if the main purpose of the manning requirement is to 

ensure the proper operation and navigation of the vessel, then it can be argued that the 

MASS can be operated remotely or autonomously to the same extent as a manned vessel, 

if safety conditions are met navigation and environmental protection" (Chircop, 2017). 

Such a broad interpretation of the 1982 Convention and other agreements adopted in the 

field of international maritime law may be less applicable to situations where relations 

involving third parties are involved, for example, the obligation of the master to provide 

assistance to those in distress provided for in paragraph 1 Art. 94 of the 1982 Convention. 

And the point here is not even in the technical difficulties that arise in the process of using 

MASS for these purposes, but in the potential conflict of the final decisions that can be 

made by humans and AI in such cases. 

In the field of autonomous road transport, this dilemma is called the “trolley problem” (Wu, 

2020). It proceeds from the fact that decision-making by artificial intelligence in a critical 

situation involves complex ethical choices. When a person drives a vehicle, such a problem 

does not arise due to the limitations of his information processing capabilities. A person is 

only required to follow established procedures and abide by the rules. 

The absence of a crew on board the MASS may also complicate or even make it impossible 

to resolve the situation when an autonomous ship, in accordance with international 

maritime law, must undergo physical inspection, verification of documents on the condition 

of the ship, requesting and obtaining permission for asylum, and mooring or MASS pilotage 

in the waters of another state, prevention of ship collisions, environmental pollution, etc. It 

is obvious that the regulation of such procedures at the international level should be carried 

out using new international legal agreements or at least norms of international maritime 

law that make changes in the agreements in force. 

The foregoing allows us to come to the intermediate conclusion that the “digital revolution” 

and the emergence of autonomous surface vessels have quite acutely raised the question of 

the extent to which its regulatory framework is applicable today to the operation of vehicles 

at sea controlled by international maritime law. AI, and to what extent they need adjustment 

or even complete modification in order to ensure that the MASS extends to the navigation 

rights and jurisdictional powers that ordinary ships with a human crew on board have today. 

Finding an answer to it will require combining the efforts of a large number of researchers 

from various specialties of the world's leading maritime powers, since only in this case can 

a solution be developed that meets the interests of all interested parties and adequately 

reflects the key features of regulating relations with the participation of AI (Ringbom, 

2019). Moreover, the need to take the latter into account in the updated regulatory 
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mechanism should not have a declarative, but a fundamental meaning that can change the 

very essence of such regulation. 

3.2. Specifics of MASS as a potential subject of legal relations 

Modern artificial intelligence systems are mostly based not on strictly defined rules, but on 

algorithms that, in the process of solving a problem, are capable of developing heuristic 

solutions that are suboptimal for traditional legal regulation schemes (Lazarowska, 2019). 

In addition, we should not forget that in order to increase the efficiency of MASS control 

systems in the process of solving complex navigation problems in an unpredictable marine 

environment, many researchers propose using autonomous systems based on “machine 

learning” methods for these purposes (Scheidweiler et al., 2019; Wright, 2019). In this case, 

however, having achieved the goal of adapting the MASS to function in a complex real-

world environment, humanity may face the problem of losing control over the process of 

training their AI, which will begin to do this independently and turn for an external observer 

into that very opaque system or “black box" mentioned above. 

Under such conditions, the primary developer of the MASS AI system will only be able to 

say with some degree of probability about the prospects of its behavior under the conditions 

that he simulated at the initial stages of training. In addition, over time, a self-learning 

system can react differently to the same events in the external world (Wang et al., 2019). 

It is obvious that such specific functioning and non-determinism of the behavior of AI 

systems, which will inevitably appear in promising MASS models, will require a special 

approach to regulating relations with their participation, as well as the development of new 

standards for testing and operating vessels into which they will be integrated. 

3.3. Ensuring cyber security of MASS operation 

The effectiveness of using autonomous ships in international maritime transport directly 

depends on the correct operation of their electronic systems, which can become a target for 

hackers. Therefore, with the introduction of MASS, we should expect an aggravation of the 

problem of ensuring their cybersecurity (McGillivary, 2018). This prospect is logical, since 

cyber hacking of an autonomous ship can provide attackers with access to its computer 

networks, which could result in them gaining complete control over MASS (Murray, 2019). 

The reality of this threat indicates the need to develop a special international treaty that 

would put a barrier to the commission of this kind of illegal acts, since in the absence of 

legal mechanisms agreed upon by the interested states applied in this area, criminals can 

deliberately choose the safest national one in this regard. jurisdiction and thereby minimize 

possible negative legal consequences for yourself. 

Although, solving the problem of cybersecurity of autonomous ships is not only about 

bringing to justice those responsible for attacks on computer systems or computer 

information. To a large extent, this activity also consists of establishing and monitoring 



  Research in Marine Sciences 449 

 

compliance with uniform minimum standards required for MASS cyber systems in order 

to ensure the safety of maritime navigation.  

However, it cannot be said that the International Maritime Organization has no experience 

in resolving these issues. Within its framework, several years ago, first a temporary 16 and 

then a permanent standard for assessing cybersecurity risks 17 was developed. However, 

these documents did not contain any mention of MASS, and therefore some experts believe 

that most of the issues related to autonomous shipping are not covered by these documents 

can be resolved (Katsikas, 2017). 

This example shows that the IMO has not yet fully responded to the challenges of the 

“digital revolution”, which clearly demonstrated the need for adequate international legal 

regulation and standardization of cybersecurity risks in relation to MASS. This is not least 

explained by the fact that in this case we are talking about the sphere of social relations, 

changes in which occur very quickly. However, a 3-5 years' delay in legal regulation of 

relations in this area could lead to autonomous ships becoming extremely vulnerable to 

hacker attacks in the first stages of their practical application. Therefore, it is possible that 

if an international legal instrument on ensuring the cybersecurity of MASS is not developed 

in the near future, then we risk facing a situation where autonomous ships will be used by 

hackers to transport illegal cargo, store illegal information, or as a base for hacking other 

maritime vessels. and ground computer systems (Kavallieratos et al., 2019). 

Conclusions 

The main conclusion of the work is that the widespread introduction of MASS into the 

practice of international maritime transport will be a turning point not only for the very 

procedure for their implementation, but also for the algorithm of legal regulation of this 

area of public relations. Since the main result of the emergence of autonomous ships will 

be a gradual reduction in the role of the human factor in their management in favor of 

artificial intelligence and accompanying automated systems, international maritime law is 

unlikely to continue to operate in its current form. A lot of work will be required to adapt 

and change its norms in accordance with the new realities of the “digital era” of human 

development. 

Summarizing the above, it can safely say that the widespread introduction of MASS into 

the practice of international maritime transport will be a turning point not only for the 

implementation procedure, but also for the algorithm of legal regulation of this area of 

public relations. Since the main result of the emergence of autonomous ships will be a 

gradual reduction in the role of the human factor in their management in favor of artificial 

intelligence and accompanying automated systems, international maritime law is unlikely 

to continue to operate in its current form. A lot of work will be required to adapt and change 

its norms in accordance with the new realities of the “digital era” of human development. 

As part of this activity, the main emphasis should be on proactive legal regulation of 

relevant mechanisms and procedures in order to prevent the chaotic and unpredictable use 
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of autonomous AI systems in maritime transport and lay a unified legal framework for the 

further development of national legislation in this area. 
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